The Gmail Oauth Setup

Agar dapat mengirim email menggunakan Gmail Oauth Authentication, kita
perlu membuat setidaknya tiga key, yaitu client_id, client_secret, dan
refresh_token. Berikut langkah untuk membuat key tersebut.

|. Membuat client_id and client_secret

1. Pertama, kunjungi halaman Google Developer Console melalui url URL:
https://console.developers.google.com/apis/dashboard. Anda akan
diminta konfirmasi penggunaan layanan Google Cloud Platform

) Google Cloud Platform

Welcome Jagowebdev!

Create and manage your Google Cloud Platform Instances, disks, networks, and other
resources in one place.

Country
Indonesia

Terms of Service

I agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APls.

Email updates

[] 1 would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

AGREE AND CONTINUE

Centang bagian I Agree... kemudian klik tombol AGREE AND
CONTINUE. Selanjutnya, klik tombol "Create Project"


https://console.developers.google.com/apis/dashboard

= Google APIs  selecta project v a # @ a

«

API APIs & Services Dashboard

@  Toview this pags, select a project CREATE PROJECT

4% Dashboard

W Lbrary

o« Credentials

i OAuth consent screen
Domain verification

Zp  Page usage agreements

2. Selanjutnya isikan nama project, kemudian klik tombol "Create"

= Go gIeAPIS Q,  Search for APIs and Services

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
Jagowebdev Mail (7]

Project ID: jagowebdev-mail. It cannot be changed later. EDIT

Location *
Bh No organization BROWSE

Parent organization or folder

CREATE CANCEL
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3. Selanjutnya, pada panel sebelah kiri, klik Credentials, kemudian pada
panel sebelah kanan klik CONFIGURE CONSENT SCREEN.

4 Dashboard Create credentials to access your enabled APIs. Learn more

w Library
m A Remember to configure the OAuth consent screen with information about your application.

o Credentials CONFIGURE CONSENT SCREEN

¥ OAuth consent screen
Domain verification API Keys

=,  Page usage agreements O name Creation date Restrictions Key
S

No API keys to display

4. Pada halaman Oauth consent screen yang muncul, pilih opsi External
kemudian klik CREATE

Google 2 Jagowebdev Mail w Q

=
®
»
L &

API APIs & Services OAuth consent screen

«»  Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

o+ Credentials User Type
O Internal @

i OAuth consent screen

Only available to users within your organization. You will not need to
submit your app for verification.

£ Page usage agreements @ External @

Available to any test user with a Google Account. Your app will startin
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app .

CREATE

Let us know what you think about our OAuth experience

Domain verification

5. Selanjutnya, pada halaman Edit app registration, isikan App Name dan
User support email



API APIs & Services

& Dashboard

W Library

ov  Credentials

3 OAuth consent screen
Domaln verification

=p  Page usage agreements

Edit app registration

@ oOAuthconsentscreen — @ Scopes — € Testusers — @ Summary

App information

This shows in the consent screen, and helps end users know who you are
and contact you

App name *
Jagowebdey

The name of the app asking for consent

User support email *
Jagowebdev@gmall com -

sestions about thelr consent

BROWSE

120px by 120px for the

App domain

Learn

How is this info presented to users?
This is the consent screen that users see

App Name wants to access your
Google Account
@ i

Selanjutnya scroll kebawah dan isikan email pada bagian Developer
contact information kemudian klik SAVE AND CONTINUE

Authorized domains @

When a domain is used on the consent screen or in an OAuth client’s configuration, it must be
pre-registered here. If your app needs to go through verification, please go te the Google Search
Console to check if your domains are authorized. Learn more about the authorized domain limit.

<+ ADD DOMAIN

Email addresses +

Developer contact information

jagowebdev@gmail.com €

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE

CANCEL

o=

Make sure you trust App Name

e or app.
ame will data by

s of service and privacy policies. You

Move access in your Google Account

Learn about the risks

. Your app logo (if applicable)
. Your app name, which will be a dynamic link

give users your app's support email address

6. Pada bagian Scopes lewati saja, scroll kebawah dan klik SAVE AND
CONTINUE

= GoogleAPls 8 Jagowebdev Mail v Q  search for APIs and Services

API APIs & Services

«  Dashboard
W Library
or  Credentials

OAuth consent screen

Domain verification

=,  Page usage agreements

Edit app registration

o OAuth consent screen — e Scopes — Q Testusers — o Summary

Scopes express the permissions you request users to authorize for your

app and allow your project to access specific types of private user data

from their Google Account. Learn more

/ADD OR REMOVE SCOPES
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7. Bagian Test users klik tombol + ADD USERS kemudian isikan alamat
email yang akan digunakan untuk mengirim email nantinya, setelah
selesai klik tombol ADD

X Addusers

A While publishing status s set to “Testing’, only test users are able to access the app. Allawed user cap prior
1o app verification is 100, and is counted over the entire ifetime of the app.

LEARN MORE

‘Add users to test your app. Once you save. you will nat be able to remuve users.

Jagowebdev@gmail.com @ ]

Kembali ke halaman Test users, scroll kebawah dan klik tombol
SAVE AND CONTINUE

= GOOg|eAP|S $ Jagowebdev Mail w Q,  Search for APIs and Services
API APIs & Services Edit app registration
<»  Dashboard @& oAuthconsentscreen — & Scopes — @) Testusers — @) Summary
i Library
o+ Credentials Test users
i OAuthconsent screen ‘While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
Domain verification the entire lifetime of the app. Learn more
= Page usage agreements -+ ADD USERS

0 1 user (1 test, 0 other) / 100 usercap @

= Filtertable [~]

A Inorder to limit abuse, users can be added, but not removed
User information

jagowebdev@gmail.com

SAVE AND CONTINUE CANCEL

8. Selanjutnya Klik lagi pada menu Credentials yang ada disebelah kiri,
kemudian klik menu + Create Credentials yang ada disebelah atas,
dan klik menu OAuth client ID



= Google APIs 8o Jagowebdev Mail v Q

API APIs & Services Credentials

«»  Dashboard

= Library

API Keys
O  Neme

v OAuth consent screen

Domain verification

OAuth 2.0 Clie

So  Page usage agreements

O Neme

Service Accounts

E] Email

No service accounts tc

Create credentials to aci  |dentifies your p

Search for APIs and Services v i

#§ DELETE
APl key
sing a simple API key to chec
OAuth client ID
que:
Service account Key
Enabl

No AP keys to displa

Type Client ID

Auth clients to

Name 4

9. Selanjutnya pada menu Create OAuth client ID, bagian Application
Type isikan Web application, kemudian bagian name isikan nama
OAuth 2.0 Client, selanjutnya pada bagian Authorized redirect URIs
yang ada disebelah bawabh, isikan alamat URIs, kali ini kita isikan
http://localhost/phpmailer/get oauth token.php

API APIs & Services

<%  Dashboard

W Library

o=  Credentials

i OAuth consent screen
©  Domain verification

=,  Page usage agreements
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Google APls e Jagowebdev Mail v Q  Search for APIs and Services

< Create OAuth client ID

A dlient ID s used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information.

Application type *
Web application -

T T O T T O

Name *
Jagowebdev Mail

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent sereen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web senver

URIs

http://localhost/oauth/get_oauth_token.php



http://localhost/phpmailer/get_oauth_token.php

Setelah selesai, klik tombol CREATE yang ada di paling bawah

10. Selanjutnya akan dimunculkan OAuth Client ID dan Client Secret.
Anda dapat menyalin nya atau dapat mendownloadnya nanti

OAuth client created

The client ID and secret can always be accessed fram Credentials in APIs &
Services

o OAuth is limited to 100 sensitive scope logins until the OAuth
consent screen is verified. This may require a verification process
that can take several days.

Your Client ID

‘322431659931— Lapps.gc @ ‘

Your Client Secret
‘ 2h5bZoBJc_Lo460kkknFeFPL 3] ‘

Anda juga dapat mendownloadnya di halaman Credentials

= Google APls 2 Jagowebdev Mail w Q_ Search for APls and Services ~ iFt © a i J
API APIs & Services Credentials <+ CREATECREDENTIALS W DELETE
<+ Dashboard Create credentials to access your enabled APls. Learn more
W Library
API Keys

O Credentials
D HName Creation date .}, Restrictions Key

¥ OAuth consent screen No API keys to display

= Domain verification

OAuth 2.0 Client IDs
S Page usage agreements

0O  MNeme Creation date Type Client ID

[0 Jagowebdev  Jan21,2021 Web 668357826361- jucs. .. m Fam | E
application

Service Accounts Manage service accounts

O Email Name 4

No service accounts to display

ll. Membuat refresh_token Key



Untuk membuat refresh token, kita perlu file get_oauth_token.php yang
disertakan oleh PHPMailer dan library oauth2-google. Keduanya ada di file
phpmailer.zip. Ekstrak file tersebut ke folder htdocs/phpmailer. Setelah di
ekstrak, struktur file yang kita dapatkan adalah sebagai berikut:

This PC > DATA(D:) » xampp * htdocs * phpmailer *>

o

Name Type Size

language File folder

Src File folder

vendor File folder
L] COMMITMENT File 3KB
Ij Compaoser.json JSOM File 2 KB
D get_oauth_token.php PHP File 5KB
L] LICENSE File 26 KB
| ] README.md MD File 15 KB
L] SECURITY.md MD File 6 KB
D send_email.php PHP File 2 KB
"] VERSION File 1KB

Pada gambar diatas, library oauth2-google ada di folder vendor. File
send_email.php merupakan file php yang saya tambahkan sendiri untuk tes
kirim email. Selain folder vendor dan file send_email.php merupaka file dan
folder bawaan PHPMailer

Selanjutnya, untuk membuat refresh token, ikuti langkah berikut:
1. Konfigurasikan file get_oauth_token.php.

Sebelum menjalankan file get_oauth_token.php. kita perlu mengatur
konfigurasi beberapa parameter yang ada di file tersebut. Buka file tersebut
dan cari variabel $clientld dan $clientSecret. Ganti nilai kedua variabel
tersebut dengan nilai client_id dan secret_id yang kita dapatkan pada
proses sebelumnya.

$clientId = '98796...";
$clientSecret = 'j85ZU3yJG_...";
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2. Jalankan file.

Selanjutnya, buka browser dan jalankan url
http://localhost/phpmailer/get oauth token.php tampilan yang kita
dapatkan adalah sebagai berikut

I 6 localhost/phpmailer/get_ocauth_© X l_

< C @ localhost/phpmailer/get_oauth_token.php

Select Provider:

Google -a—

Yahoo

Microsoft/Outlook/Hotmail/Tive/Office3 63
Klik link Google.

3. Selanjutnya akan terbuka halaman konfirmasi akun google yang ingin
dihubungkan.

G sign in with Google
Choose an account
to continue to Jagowebdev

" jagowebdev@gmail.com

@ Use another account

To continue, Google will share your name, email address,
language preference, and profile picture with Jagowebdev.



Selanjutnya muncul peringatan bahwa aplikasi belum diverifikasi oleh
Google. Abaikan saja dan klik Continue

Google
Google hasn't verified this app

You've been given access to an app that's currently being
tested. You should only continue if you know the developer
that invited you.

Continue Back to safety

4. Selanjutnya muncul persetujuan untuk memberikan akses aplikasi ke
akun Google kita. Klik Allow
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Grant Jagowebdev
permission

Read, compose, send, and
[ permanently delete all your
email from Gmail

Deny Allow

5. Terakhir, terdapat konfirmasi apa saja yang boleh dilakukan oleh
aplikasi terhadap akun Google kita. Klik Allow



G signin with Google

Confirm your choices

w jagowebdev@gmail.com
You are allowing Jagowebdev to:
Associate you with your personal info on Google

See your personal info, including any personal info
you've made publicly available

View your email address

Read, compose, send, and permanently delete all
your email from Gmail

Make sure you trust Jagowebdev

You may be sharing sensitive info with this site or app.
Learn about how Jagowebdev will handle your data by
reviewing its terms of service and privacy policies. You can
always see or remove access in your Google Account.

Learn about the risks

Cancel Allow

Selanjutnya akan muncul Refresh Token
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@ localhost/phpmailer/get_oauth = X

< C @ localhost/phpmailer/get oauth token.php?state=4c840e7d020... ¥ &

Refresh Token: 1/0gb9a7X-DIIwnCgYIARAAG
[ED34R3gbIVXgDedaR2pIH2WT6PHXF _CsxG2c8kfb5k3oTo

Dari gambar diatas, terlihat bahwa refresh tokennya adalah 1//0gb9a7X-
DIJwnCgYIARAAG...

Gunakan refresh token ini bersama dengan client_id dan client_secret untuk
mengirim email.

lll. Tes Kirim Email

Selanjutnya mari kita tes mengirim email dengan client_id, client_secret, dan
refresh_token yang telah kita buat.

Buka file send_email.php dan ubah parameter pada script berikut:

$provider = new League\OAuth2\Client\Provider\Google(
[

'clientId' => "',
'clientSecret' =>

[

)5

$mail->setOAuth( new PHPMailer\PHPMailer\OAuth (

[
'provider' => $provider,
‘clientId' => "',
‘clientSecret' => "',
'refreshToken' => "',
'userName' => '',

1

)s

$mail->CharSet = 'utf-8';

$mail->setFrom('', 'Tes PHP Mailer');

$mail->addAddress('"', 'Nama Tujuan');

$mail->Subject = 'Tes Email’;

$mail->msgHTML('Tes kirim email menggunakan PHPMailer dan OAuth2
GMail');



Isikan dengan parameter sebagai berikut:

1. clientld, clientSecret, dan refreshToken sesuai yang telah kita
dapatkan tadi.

2. userName: alamat email yang telah kita daftarkan pada Test users,
pada contoh ini jagowebdev@gmail.com

3. setFrom: isikan dengan alamat email yang telah kita daftarkan pada
Test users, pada contoh ini jagowebdev@gmail.com

4. addAddress: isikan alamat email tujuan.

Setelah selesai, simpan file tersebut dan jalankan pada browser, jika email
berhasil dikirim, maka akan muncul pesan Email berhasil dikirim
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